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FLASH MAP
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OS ABSTRACT LAYER(OSAL)
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OSAL EVENT MANAGEMENT
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POWER MANAGEMENT
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SDK HIERARCHY -- PHY62XX_SDK_2.X.X
t 系列芯片

t 的�用，
t 提供高速 模式， 秒升�

t 的�件和�用
t 天猫精灵外设
t 通用例程（配网，配置�点，
控制流程）

t 低功耗���控器�用
t 灯控�用，包括 �准
模型（ ： ， ， ，

）
t 低功耗高速透��用

t ，�合示例。
（ ， ）

t 低功耗�牙�像头

- This  SDK is for PRBMD00. PRBMD02 uses SDK3.x and can take this SDK as 
  reference.

- Application of BLE Master
 ・ provide high speed OTA mode, upgrade 512KB in 3 
   sec.

- SIG MESH software module and application:
 ・ Ali-genie configuration
 ・ SIG MESH generatl examples (Network configuratiuon, Node 
     configuration, Flow control)
 ・ SIG MESH low power remote On/Off application
 ・ SIG MESH light control application, including SIG MESH standard 
    models (HSL, CTL, Lightness, Scene)

- Lower power tunneling application
 ・ SimpleBlePeripheral example (2Mbps, DLE demo
 ・ Low power Bluetoot CAM example

SDK components
BLE stack components

General components
HW driver

SIG MESH components
Definition header

General library
OSAL components

BLE related GATT profile
examples

MESH example: Configuration, control and SIG model control
Low power MESH remote On/Off example
SIG Mesh Lighting example (HSL, CTL, Lightness

General example: scan, establish connection, send/recevie data

Ali-genie example

BLE alternative advertisment
Apple Notification Center example
I2C tunneling example
General Peripheral example
UART tunneling example
eddystone example

iBeacon example

Simple boardcast example, for tire pressure sensor application

Basic OTA example

Heart rate profile example
Basic OTA example

Example of controlling LED by PWN from smartphone

HID voice control example

Temperature/Humidity sensor example
BLE general application: 2Mbps, DLE

Example for no need of RTC
Example of RTC, using AP_Timer+OSAL_Timer
General wrist band example
Wechat sport, AirSync
BLE low power CAM, high speed tunnelling

RF low level Lib, for update BT protocol stack
ROM symbol table and Jump table (jumptable.c)

Font library
lib and .h document

Special application, upgrade OTA bootloader itself
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SECURITY CODE ( IV)
P HY _P L US

A E S _C C M_E NC

F la
g

0x
62

Nou
nce
13B
yte

F ileS iz
e/16B
2B yte

B 1

A x

AP P  B inary F ile

C B C -
MIC

T =Y r[
0:31]

AE S ( K ) AE S ( K )

Y 1

B 2

Y 2

B 3

AE S ( K )

Y 3

B 4

AE S ( K )

Y r

AE S ( K ) AE S ( K ) AE S ( K ) AE S ( K )

E NC  AP P  B inary

A 1 A 2 A 3 A 0

S 1 S 2 S 3 S 0

MIC
4  B yte

C ounter Mode E nc ryption

F la
g

0x
02

Nou
nce
13B
yte

C T R
_i

2 B yt
e

B OOT _LOAD

App
HexE

App
Hex

IV

App
HexE

MIC

F las h S R A M

F la
g

0x
62

Nou
nce
13B
yte

F ileS iz
e/16B
2B yte

B 1

A x

AP P  B inary F ile

C B C -
MIC

T =Y r[
0:31]

AE S ( K ) AE S ( K )

Y 1

B 2

Y 2

B 3

AE S ( K )

Y 3

B 4

AE S ( K )

Y r

AE S ( K ) AE S ( K ) AE S ( K ) AE S ( K )

E NC  AP P  B inary

A 1 A 2 A 3 A 0

S 1 S 2 S 3 S 0

MIC
4  B yte

C ounter Mode E nc ryption

F la
g

0x
02

Nou
nce
13B
yte

C T R
_i

2 B yt
e

P HY _P L US
A E S _C C M_DE C

App
Hex

t�&ODSZQU�UIF�BQQ�VTJOH�1IZ1MVThT�DVTUPN�"&4@$$.�
BMHPSJUIN��0VUQVU�FODSZQUFE�"QQ)FY&�BOE�.*$�GPS�
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SECURITY CODE ( CHIP_ID )
t 每� 的芯片都有一个唯一的

，一共 。

t 如果�用 � 程序�行加密的
�， �会通� 自动生成。每�
芯片的加密 都不一样。

t 解密的工程， 会先通�
�算出 ，再用 �行解密
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DBMMZ�HFOFSBUFE�CZ�$IJQ*%��5IF�FODSZQUJPO�*7�PG�FBDI�DIJQ�JT�
EJòFSFOU�

t�'PS�EFDSZQUFE�QSPKFDUT�#005@-0"%�XJMM�öSTU�DBMDVMBUF�UIF�*7�
UISPVHI�$IJQ*%�BOE�UIFO�VTF�UIF�*7�UP�EFDSZQU
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SECURITY OTA
� 升�的�程需要通� 。

t 是加密�程中输出的
，用于� 下�的程序的�行授�。防止

下��意程序。

t 只有用户的 是一致， ��授�才能通�。
��通�后， 程序才会被�入 。

t 如果 ��失�，��次 �程失�， 程
序不会被更新。

� 如果是采用 的方式�行加密保护，�每次
需要先�取一下 ，用 �生的

� 程序�行加密。
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The OTA upgrade process needs to pass the Message Identify 
Check.

MIC is the 32bit Message Identify code output during the 
encryption process, which is used to authorize the program 
downloaded by OTA. Prevent downloading malicious pro-
grams.

Only the user's IV is consistent, the MIC test authorization can 
pass. The AppHexE program will only be written to the flash 
after the MIC detection is passed.

If the MIC authentication fails, the OTA process fails this time, 
and the app will not be updated.

If ChipID is used for encryption protection, each OTA_APP 
needs to obtain the ChipID first, and encrypt the app program 
with the IV generated by the ChipID.
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GENERATE HEXE

E

A
B

C

D

用于输入 文件，需要通� ��框��不同的
模式。目前一共支持 种模式。不同的模式 �

地址的映射有所��。参考下表
用于输入 程序的 文件，通� ��框可以��不同的加密方

法。
模式是使用 输入的 � 文件�行加密保护。
模式是使用唯一的芯片的 � 文件�行加密。
（ ） 模式，不采用加密模式。

用于输入 文件，目前支持 格式和 格式。可以在
输入�源文件的 存�地址。

按�用于一��生 文件，�文件是 ， ， 多个 文件
的合并�生，可以用于直接��。�文件输出路�� 文件目�。

按�用于�生 文件的加密文件 �文件输出路��
文件目�。

用于���前芯片的出厂 ，需要�接 。如果�
��果未 �会激活
�于�有��出厂 的芯片，可以通� �行��。需要
填�相�的 ， ，
：用于输入文件需要使用的 ， 。如果�中的加
密方式��� ��部分会自动从 中�生 。

A: For inputting the ota_boot.hex file, you need to select a different OTA_BOOT mode 
through the D selection box. A total of 5 modes are currently supported. Different 
modes of OTA_BOOT have different mapping of flash address. Refer to the table 
below for flash mapping
B: It is used to input the hex file of the APP program, and different encryption meth-
ods can be selected through the E selection box.
The E:[ENC_IV] mode is to encrypt and protect the app file using the Identify Vector 
input by IV. The E:[CHIP_ID] mode is to encrypt the app file with the unique chip's 
chip id. IV=function(chipid.TID,chipid.SID)E:[--] mode, no encryption mode is used.
C: is used to input resource file, currently supports binary format and hex format. You 
can enter the flash storage address of the resource file in FLA_ADDR.
The [HexF] button is used to generate a *.hexf file with one click, which is generated 
by combining multiple hex files of A, B, and C, and can be used for direct program-
ming. The output path of the file is the app file directory. The [Encrypt] button is used 
to generate the encrypted file *.hexe of the app file, and the output path of the file is 
the app file directory.

The CheckID button is used to detect the factory ID of the current chip and needs to 
be connected to the UART. If the detection result is not [EMPTY], the WriteID button 
will be activated. For the chip without factory ID programmed, it can be programmed 
by the WriteID button. Need to fill in the corresponding PID, LID, MID, TID, SID IV: 
Identify Vector used for the input file, 13Byte. If the encryption method in the figure is 
selected as CHIP_ID, this part will automatically generate the IV from the CHIP ID.
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